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Abstract
The accelerating pace in change of information and com-
munication technology has bring a phenomenal change in
industrial environment. The induction of cutting-edge
technologies leads to the transition in manufacturing pro-
cesses that transforms the hand production methods into
machine driven. This automation of manufacturing
mechanisms results in industrial revolution. With the evo-
lution of social web, the massive amount of data (big data)
has been generated and its optimal utilization has
contributed in shaping up the fourth industrial revolution.
As a step towards the development of smart and sustain-
able industry, big data analytics is playing a critical role.
The significance of big data on Industry 4.0 is exemplified
by illustrating its use in research and practice.
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1 Introduction

Over the past few decades, industries have continued to
evolve and improve themselves by taking consecutive step
by step growth owing to various industrial revolutions. From
using steam power engines to electrical tools even further to
automated machineries using computers. Human intervention
has been reduced significantly by only providing commands
as input to the computer for processing and handling

machines. This very last level of interference is also going
to be removed with the joint effort of Industry 4.0 and Big
Data. Machines would be provided with enough data which
will empower them to decide for themselves what would be
their next step and a fallback mechanism which will notify
the respective officers if things get wrong.

In today’s business oriented competitive world, companies
are facing challenges in utilizing big data to its full potential.
Many manufacturing industries are not ready to cope up with
such enormous data due to lack of reliable analytical tools.
Companies need to rewire their entire framework to deal with
such a huge data and get some insights out of it. Various
limitations that exists [1, 2] are listed as (1) collecting and
filtering high speed data generating from IOT devices
(2) apply the suitable analytical model (3) installing smart
IoTs devices (4) setting up cloud computing and data
warehouses (5) skilled labor to understand and operate them
(6) faster connectivity (7) faster processors (8) maintaining and
supervising the entire interconnected automated system and so
on. All this requires huge capital investment and time to be
enforced properly. The world is also facing an acute shortage of
data engineers and scientists for comprehending big data. So,
the companies are trying to find solutions in other ways like
giving the task of installing and maintaining this data to a third
party which will also provide the needed business incentives or
running campaigns and courses to train their employees etc.
Currently, Japan is popularizing the idea of Society 5.0 which
aims to solve problems by implementing solutions of industry
4.0. Canadian Government is trying to implement the
blockchain in their system with Canada focusing on cyber
physical system enabled manufacturing and service innovation
[3], which proves that despite of the shortage of resources, the
world is continuously moving forward.

The chapter try to explain the definition of industrial big
data, its history and impact followed by swot and pest analy-
sis, general architecture with various tools and techniques. It
is concluded with the elaboration of sustainability achieved
with big data and industry 4.0.
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2 Big Data and Industry 4.0

The accelerating use of social networking sites [4] has been
contributed towards the generation of a huge and massive
amount of data named as big data. It is a large reservoir of
data [5] comprises of messages, blogs, chats, documents,
comments, pictures, web forums, online discussions, com-
mercial transactions, machine generated web logs etc. It can
be classified into different categories based on their source of
generation such as personal big data (data generated through
personal usage), social big data (data generated over social
web), professional big data (data generated by officials) etc.
Some of the popular real-time sources may include google
search index, database of Facebook user profiles or the
products displayed on any product-based website and so
on. Industry 4.0 (fourth industrial revolution) [6] is an
umbrella of various leading-edge information and communi-
cation technologies that helps in early defect detection and
prevention which in turn increases quality, agility and pro-
ductivity. Big data analytics has been identified as one of the
significant components of industry 4.0 as it provides valuable
insights for the purpose of smart factory management. This
scenario requires the data to be processed with advanced
tools and technologies in order to provide relevant informa-
tion. The data that has been generated from the source of
industries is call up as Industrial Big Data.

2.1 What Is Industrial Big Data?

The term industrial big data includes data that is generated
inside industries by machines, mobiles, human-machine
interfaces, surveillance cameras or Internet of things (IoTs)

devices installed inside the plant, data on cloud, smart sensors
data, cyber-based data etc. The term Industrial Big Data
[7, 8] was first coined in 2012 along with industrial revolu-
tion 4.0, with the assumption that the data generated by
industrial equipment might hold more important business
values. As soon as a machine would generate data, it would
be detected by a tracker and can either be sent to cloud for
higher level analytics or can be stored in a database for future
analytics. This processed information will be utilized for
making better decisions, gaining insights and resource opti-
mization [9–14].

2.2 Evolution of Industrial Big Data

With the evolution [15, 16] of industrial revolution, big data
undergoes with different transformation phases. The
mapping of different industry versions and big data analytics
has been represented in Fig. 1.

The wave of industrial revolution started in 1760s with
Great Britain [17] aimed to drive out the textile related work
from homes and shops to industrial plants in order to make
large number of units which would cost less and results in
increase of profit and quality. This revolution [18] prompted
people to migrate from the villages to urban area for work
with the use of steam and water powered machines. All the
data related to number of items made, cost and sell price,
number of workers, their wages etc. were maintained on
sheets by the officials but the flow was unstable and there
were many loopholes in the system. Moreover, due to steam
and water powered machines, plants were generally set up
near rivers and canals.

Few countries like America and Europe started to follow
the model of industrial revolution unfolded by Britain. Due to

Fig. 1 Evolution of industrial revolution and big data
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availability of natural resources and man-power America
easily excelled in.

Next revolution [19] came in 1870s when electricity was
discovered which in turn removes the dependency of water
rich sites and plants, and they further can be set up close to
the source of raw material. It also reduces the transportation
cost. The invention of machines, assembly lines, introduction
of division of labor strategy has greatly increased the overall
throughput of the entire system. The living standards of
human being has been dramatically changed and uplifts
with the arrival of electric telephones, lightings, radios
[20]. The social participation and interaction have been
improved due to facilitation in worldwide connectivity. In
all, the definition of social life took a huge turn. The creation
of social data has been started but due to technical limitations
this data couldn’t be stored, not unless the invention of
storage devices like disks, floppy, CDs, pen-drives, hard
disks which marked the onset of Industrial 3.0. This era is
also called as Digital Revolution [21] due to the development
of computers, networks, web sites etc. Most of the manual
work from the industries moved towards a few lines of code
automating most of the processes. The process of data stor-
age, creation of analytical software tools, data analytics has
started in use not just on profit and loss but on everything [22]
including type of location for plant, weather, raw material,
transportation, market strategies, and much more. This was
the beginning of industrial big data. Data has been shifted
from mere piles of white papers to large storage devices for
later analytics. This period also marked the beginning of
neural networks for computation. In 1943, neurophysiologist
Warren McCulloch and mathematician Walter Pitts wrote a
paper on how neurons might work. They modelled a simple

neural network using electrical circuits in order to describe
how neurons in the brain might work. The effort to simulate a
neural network continues to fail.

In the late twentieth century or the early twenty-first
century, all the pieces for Industrial 4.0 started [23] to fall
on right places. The development of television, cellphones,
Internet of Things (IoTs) devices were on high pace. The first
successful network was also trained, and the storage of data
turned cheaper. Now the data created can be easily stored or
analyzed. The recent industrial technology introduces the
installation of surveillance cameras, interconnected IoT
devices inside the plants. These devices will generate data
that can be analyzed quickly and make real time decision [24]
or can be stored for future analytics. In the twenty-first
century, Industry 4.0 connects the IoTs with manufacturing
techniques to enable systems for information share, its analy-
sis and its use to guide intelligent and meaningful actions.

The graph in Fig. 2 describes the evolution of big data
with time. There were only 5 exabytes of information created
by the entire world from the start and the year 2003 and now
the same amount is created in every 2 days. In 2011, the
McKinsey report on big data states that in 2018, USA alone
will face a shortage of 140,000–190,000 data scientist as well
as 1.5 million data managers. Currently, every day 4 exabytes
of data is produced, almost the same as the amount of data
produced till 2003.

2.3 Impact of Big Data on Industry 4.0

The manufacturing industry [25] is most affected by big data
trends and possibilities due to the nature and amount of data

Fig. 2 Growth rate of big data vs. time
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produced by it. Most of the manufacturers have just initiated
the process to discover the potentials of using big data tools,
but there are already few pioneers within the biggest
manufacturers who have provided some big data uses cases
[26, 27] to follow. Major impacts of big data have been listed
below.

Risk Management
There are risks involved in industries when they change any
of their business strategies or create a new product for
whether it will be a success or failure. Earlier, there was no
platform or tool to get some insight into it. Suppliers now
have the choice to share their products data with their partners
and customers which creates a complete transparency and a
highly effective communication channel for both parties.
This way the manufacturer can see exactly whether the sup-
plier is delayed with production or just in time, to then adjust
all the related processes and avoid waiting times. Quality data
can also be shared in the same way; manufacturers can have
all the production and product related quality metrics from
their suppliers before even receiving the parts. By having
greater visibility into supplier quality levels and other perfor-
mance metrics, the manufacturer can have a clear visibility on
their supplier portfolio and have insightful data in their hands
when it comes to supplier contract negotiations.

Build-To-Order Configuration
Manufacturing ‘products to order’ became a trend and not
just in the automotive industry but in aviation, computer
services, and even consumer goods. The build to order
(BTO) production approach is one of the efficient and profit-
able business models. But in order to view a real growth
analysis from it, a well-defined data platform needs to be in
place that analyses customer behaviour and sales data. The
manufacturer needs to have access over all the sales related
data and is able to perform precise predictive analytics to
foresee order volumes on each possible configuration and
adjust their supply chain accordingly.

Improve Product Quality
Product quality maintenance is a top priority for
manufacturers. Most of them already have the data needed
to significantly improve quality levels and reduce quality-
related costs, but just few of them can connect their data
sources in a way that it would provide actionable insights.

After Sales
The costs of warranties and recalls can easily go out of
control even due to the smallest mistakes in the production
process. With the help of big data, it is possible to either
avoid or to foresee warranty or recall issues, potentially
saving significant amount of money.

Daily Production Tracker
In order to optimize production quality and yield,
manufacturers need to have a daily data flow from their
production lines in order to see discrepancies and
opportunities in real time. This includes sensor data coming
from the production machinery and financial information that
is properly linked together with operational data for analysis
purposes. Employee data can also be tracked in real-time by
allowing a data exchange between employee badges and
production line units.

Data-Driven Enterprise Growth
By using big data, it becomes possible to quickly compare the
performance of different sites and to pinpoint the reasons for
the differences. In addition to internal production and sales
data, it is also possible to analyse entire markets, build what-
if scenarios and to use predictive models.

Predictive and Preventive Maintenance
When operational data is analysed with pattern recognition
method, upcoming failures and need for maintenance can be
predicted well in advance. This allows preventing downtimes
and costs related to maintenance. At the same time, preven-
tive maintenance will drastically prolong the lifespan of
machines by preventing irreversible failures.

Overhead Tracking
The overhead cost is determining the profitability of each
manufacturer. To have real control and visibility over these
costs, big data environments are needed with connected data
sources and advanced analytics capabilities. Part
standardization is one of the major areas that can hugely
contribute towards reducing supplier-related costs. It can
reach a significant reduction in the part and supplier prolifer-
ation. This has not only saved cost but also time on managing
parts data.

Testing and Simulation of New Manufacturing Processes
The day has arrived in manufacturing when no risk can be
taken for implementing a new product or process. Both
manufacturing processes and the products can be tested
before production/implementation. This is possible due to
digital twins, virtual reality environments and manufacturing
process simulations. The use of such environments and tools
can allow manufacturers to eliminate the risk from decision-
making processes. The aim of this so-called digital transfor-
mation of manufacturing companies is to implement such
data platforms that make strategic decision making a science.

Logistics
The usage of big data in logistics is less widespread than in
other manufacturing areas. Warehousing and transportation
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are both areas where big data tools can be used with great
Return on Investment but still there are only a few companies
around the world who is operating data-driven logistic
services.

3 Assessment Framework for Big Data
Analytics in Industry 4.0

Assessment frameworks [28] are quality management tools
used (a) to assess the existing performance of an organization
and (b) to identify the needs and measures for its improve-
ment. The goal is to provide a structured conceptual study of
learning outcomes and a well-coordinated planning layout to
meet the above objectives. This section paraphrases the two
popular assessment frameworks for big data analytics in
industry 4.0 namely, SWOT (Strengths, Weaknesses,
Opportunities, and Threats) analysis and PEST (Political,
Economic, Social and Technical) analysis. Figure 3 illustrates
the definition of principal components of both the
frameworks.

3.1 SWOT Analysis: Analysing Intrinsic
and Extrinsic Factors

SWOT analysis framework used by industrial organizations
as a strategic planning technique for analysing relevant inter-
nal and external factors making an impact over people, pro-
cess, product, projects, initiatives, objectives, outcome of a
system. It is a fundamental model used to evaluate the
organizations internal strengths and weaknesses, as well as
external opportunities and threats. It also acts as a vigorous
mechanism for decision making. Figure 4 represents the

SWOT matrix of big data analytics in industry 4.0 followed
by brief explanation of its key characteristics.

Strengths

1. Autocratic and independent operating system
Use of big data allows the operating system to take inde-
pendent decisions in determining the most feasible and
optimal algorithm through analysis of trends and patterns
in previously stored data.

2. Reduced errors due to reduced human intervention
Human errors evaded as the functionality of the industry
depends solely on the analysis of data, rather than raw
ideas from the human brain.

3. Increased employment in the IT sector
Use of big data in industries expands the career scope for
skilled computer engineers and data scientists and
increases job opportunities.

4. Competitive products
High quality products based on data collected from user/
customer search trends are manufactured to ensure public
acceptability of the product.

5. High flexibility
Any change in the routine of the industry can be easily
incorporated as no physical changes need to be made.
Changes can be efficiently and conveniently incorporated
by updating the data set that is fed into the algorithm used
by industry 4.0 running on big data.

6. Availability of real time data
Since industry 4.0 running on big data makes use of real
time data, the products manufactured by the company are
always in accordance with the market trends and can never
become obsolete or outdated.

7. Planning ahead

Fig. 3 SWOT and PEST—quality and performance assessment frameworks
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Analysing patterns in previously acquired data allows
future planning within the industry to increase profits
and work efficiency.

Weaknesses

1. Huge capital investment required
Large sums of money required for research and develop-
ment to devise suitable algorithms that make efficient use
of the available data. Further, automation of machines also
involves huge expenses.

2. Need for highly trained professionals
In contrast to unskilled manual labor in conventional
industries, industry 4.0 necessitates the need for highly
trained and intellectual professionals to operate machines
running on big data.

3. Need for excessive storage space
The accuracy of the results is directly proportional to the
size of the data set used to obtain them. Therefore, to
improve the accuracy, a large amount of data is needed
and finding sufficient storage space is a difficult task.

4. Lack of clarity of concept of big data
Being a relatively new discipline, very less work has been
done in this field, rendering it difficult to become an expert
in big data.

5. Over reliance on technology
Industry 4.0 using big data requires computers for all jobs
from data collection to data processing. Being entirely

dependent on computers limits the imagination of humans
and hampers their problem-solving ability.

6. Difficulty in obtaining data
Not all data may be freely available on the internet. Some
restricted data might be under the ownership of a few
authorized personnel only and acquiring it may require
legal permissions.

7. Lack of real time intelligence tools
While data is available in huge volumes, this is not the case
with the supporting tools and aids that are required to analyse
data that will be used in industry 4.0. Currently, very limited
tools are available than can handle real time data analysis.

Opportunities

1. Expansion into new markets
Analysis of market trends allows the organization to
expand its horizons and apply previously gained knowl-
edge to new services.

2. Improved global operations
Access toworldwide data gives insight into the requirements
of customers of all regions, castes and communities.
Customized products can be manufactured to suit the needs
of each population to enhance global operations.

3. Homogeneous products
Working on similar data sets will allow standardized pro-
cesses for product development, consequently warranting
uniformity in manufactured products.

Fig. 4 SWOT analysis of big data analytics in Industry 4.0
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4. Increased job opportunities for engineers
With industries shifting to big data, the requirement for
skilled engineers will exponentially increase, thereby
leading to an upsurge in job opportunities for engineers.

5. Self-Optimization
Gradually with time, the available data worldwide will keep
on increasing. With increase in data, the accuracy of the
results obtained through it will also increase. Therefore, big
data analytics in industry 4.0 is a self-optimizing system that
continually improves itself with the addition of new data.

6. Application of big data in various sectors
Big data can be exploited for the growth and development
of various sectors, such as banking industry, agricultural
industry, sports industry, healthcare industry etc. where no
such prior work has been done.

7. New concept, vast scope
Since the concept of big data is yet to be properly
established, only 0.5% data has been analysed worldwide.
This leaves a lot of scope for the remaining data to be
exploited for the benefit of the society.

Threats

1. Setbacks suffered by small scale industries
Small scale industries may find it difficult to survive in the
market while competing with large industries that can
afford operations based on big data.

2. Reduced employment opportunities for unskilled labour
Shifting to big data will almost completely exhaust the
need for unskilled labour in industries as negligible man-
ual work will be required.

3. Privacy of customers compromised
To ensure public acceptability of products, buyer trends
are carefully studied and analysed, often compromising
the privacy of customers.

4. Possible misuse of data by unauthorized personnel
Confidential data in the wrong hands could be a huge
threat to the company as the entire industry runs on this
data alone.

5. Data collected may not be resourceful
For extracting patterns from data, huge amounts of data is
required, all of which may not contribute to the result
obtained. This non-resourceful data is nothing but a
waste of storage space and processing time for the
algorithm.

6. Susceptibility to data loss
Over dependency on computers makes the organization’s
useful data prone to hacks, leaks and power outages,
resulting in loss of important data.

7. Reluctance of company stakeholders to rely on big data
Big data, being a relatively new concept, is often seen with
skepticism. Stakeholders may be hesitant in investing in

new technologies and may prefer traditional and
established approaches.

3.2 PEST Analysis: Scanning Macro
Environmental Factors (Fig. 5)

Political

1. Intellectual Property Rights (IPR)
Intellectual Property Rights must be strongly enforced to
protect the interests of individuals, as well as industries.
This allows an organization to file a law suit against
competitors trying to steal the company’s data and seek
legal help for the same.

2. Government support and funding
Any business in its initial phase requires significant invest-
ment. However, since industry 4.0 running on big data is a
relatively new concept, the Government might show
reluctance in funding such a venture.

3. Legal policies
Due to certain laws and regulations of the legislature, free
data on a particular subject may not be available to a lay
man. Only a few authorized personnel may be having the
right to access and use certain data, which makes the
process of big data collection complicated and time
consuming.

4. Government instability
With a change in the political power, various laws also
change. Change in ownership rights of data or open avail-
ability of data might affect the functioning of an
organization.

5. Taxation policies and Regulatory practices
The big data industry will benefit from low taxation
policies and lenient regulations. Such support from the
Government will encourage industries to shift to big data
and give a boom to the rising concept.

Economic

1. Market Trends
Any fluctuations in the prices of products in the market
will result in variations in the data set used in the industry.

2. Cost of data warehouses
Storage cost for huge volumes of data is a major area of
expenditure for industries running on big data.

3. Monetary value of big data
Big data in its raw form has a lot of potential value that
can’t be quantized. Therefore, valuing this data is a com-
plex, but crucial task as the market value of big data
determines the investment an industry has to make to
purchase it for its use.
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4. Investments and Capital
For a big data industry to run smoothly, investors must be
made to realize the scope of big data and its prospective
returns in the future, so that sufficient funding can be obtained.

5. Business cycle
The ongoing phase in the business cycle directly affects
the operations of an organization. Recession in the market
will result in lesser profits for the big data industry.

Socio-cultural

1. Employment of data scientists
Unavailability of data scientists due to lack of popularity
of the concept of big data makes it difficult to find suitable
employees to run such industries.

2. Public acceptance of products
To ensure public approval of products, buyer trends are
carefully studied and analysed so that manufactured
products meet the needs of the customers.

3. Environmental regulations
Norms concerning the environment directly affect
industries using big data as such industries require huge
data warehouses to store large volumes of data. Running
these data centres require high electricity consumption.

4. Population diversity
Miscellany in the population results in an unbiased data
set. Diversity ensures that data from all age groups,

regions, castes and communities is collected for use by
the industry.

5. Literacy
The level of education of the employees directly affects
the company standards (highly intellectual data scientists
are required to work on big data), while the education
level of investors determines their inclination towards
investing into an industry running on big data.

Technological

1. Technical advancements
Progress in technology leads to convenience in tasks.
Automated scripts to process big data according to the data
setwill avert the need tomanuallywrite algorithms each time.

2. Research and Development
Being a new notion, big data analytics requires proper
R&D. The pace and progress of research and development
in big data will influence the success or failure of industry
4.0 using big data.

3. Competing technologies
Big data in industries has not gained much popularity due
to two main reasons- expense of acquiring data and lack of
real time business intelligence tools. Rival technologies
such as Spark, Storm and Data Torrent RTS are capable of
providing solutions to these problems and thus pose a
threat to big data analytics in industry 4.0.

Fig. 5 PEST analysis of Industry 4.0 using big data
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4. Supporting tools and aids
Without real time intelligence tools, big data is just huge
heaps of irrelevant data. The success of big data analytics
depends on the quality of the tools used to extract the results.

5. Internet penetration
Due to the over dependency of humans on the internet,
data sharing is becoming increasingly accessible, which
means all kinds of data is easily and freely available for
everyone online.

4 Data Analytics in Industry 4.0

The exponentially rising generation rate of data has made the
big data analytics a challenging area of research. As the data
generation is increasing day by day and the rate of analysis
should be greater than or equal to the rate of data generation so
that after analysis, there would be a threshold for detecting
problems and to take the required actions simultaneously.
This section describes a generalized architecture with deeper
insights into the analysis part and about the emerging
technologies that industries are opting to simplify the process.

4.1 General Architecture for Data Analysis
in Industry 4.0

The analysis of high-speed real-time data from industrial
equipment and IoT [29] devices is much harder by using the
conventional techniques. Therefore, the problem lies in
finding the correct data and process it. Earlier, in the absence
of recent technologies such as IoT devices [30], faster network
connectivity, cloud computing etc. the data was stored locally
and analysed manually or with a prewritten static software
that will fail to respond in case of improbable situations. With
the inception of machine learning and artificial intelligence,
models can be trained to respond even to the unexpected
conditions to avoid higher risk and disaster situations. A
well-defined system is necessary which will improvise on
itself with time to come up with new upcoming challenges.

Table 1 illustrates the basic tools and technologies that are
needed to implement for smart manufacturing in the indus-
trial plants. A possible architectural journey of data [31, 32]
from its generation by machines to its utilization in taking the
right decision, has been described in detail. The functional
flow diagram represented in Fig. 6 has described the journey
of data. The entire processing of the system function is
explained as follows:

1. Data generated from the sensors is first normalized to a
standard form because of different data formats. The nor-
malizer block consists of different interfaces for each

sensor. An interface will read the data and convert
it. The conversion speed of normalizer should match the
data generation speed to avoid any loss of data.

2. The normalized data is then stored in the databases. Local
database inside plant and master database on the cloud is
maintained for storage.

3. The data through the cloud is passed to the analytics block
via the master database. This block consists of data
pre-processing tools and a highly trained machine learning
or artificially intelligent model whose output will drive the
oncoming suggestions and steps.

4. The next block is a Data Transferring and Alerting System
(DTAS). This is responsible for communicating the results
to admin via SMS, app or website alerts.

5. The user-interface requires an admin to examine the
results and take appropriate measures. Suggestive
measures are provided by the DTAS where admin can
choose solution to take or he can approach the problem
in a different way if he has a better solution.

6. These decisions are employed in the simulation block and
the stability of the system is monitored. The output of the
simulation validates that the steps are safe and are taken to
the production level. If somehow that step turns to be
unstable, a new step is taken and simulated.

7. In case of decision failure, the data is sent back to the
cloud where the model will be retrained to not perform this
step again in future. This functionality is implemented in
the correcting block.

4.2 Data Science and Machine Learning
for Smart Manufacturing

Data science is a multidisciplinary [33] blend of data infer-
ence, algorithm development, and technology in order to
solve analytically complex problems. It involves taking all
the industry related data as input and find useful business
level information. For example: a manufacturing plant can
take a survey from the customer related to its product and can
analyse the data to know the strengths and weakness in order
to make changes for better customer experience which would
ultimately turn profitable in the long run. Smart
manufacturing can be done by using the data to check
which areas to focus on and divert the production on that. It
would make a cost efficient and profitable model.

Figure 7 shows the mini blocks that made up the whole
analytics part. It shows that the data entering the cloud system
undergoes data pre-processing [34] such as cleansing of data to
remove unwanted noise and redundant data. The resultant data
would be easy to analyse and interpret. The next step is feature
extraction [35] which consists of selecting only the meaningful
information out of the huge piles of data. This is a critical step
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because choosing the wrong features would result in poor
model performance even if the pre-processing and training
part is carefully done. Hence, most of the data scientists these
days are focused on developing algorithms to extract the best
features. Best features lead to best results. Using AutoEncoders
and their hybrids, word count, creating a bag of words,
ontologies, tf-idf, n-grams are some of the popular feature
extraction processes. The next step involves training a model
on the resultant features for finding patterns and make
decisions. Data scientists primarily make decisions and
predictions using predictive casual analytics, prescriptive ana-
lytics, and machine learning which are discussed as follows:

• Predictive Casual Analytics
It includes predicting the possibilities of an event in the
future. For instance, banks need to check the background

of a person applying for the loan to make sure that they are
going to get the money back.

• Prescriptive Analytics
It includes making a model that is self-aware of its sur-
roundings. The model will be capable to make intelligent
decisions on its own. It not only predicts but suggests a
range of prescribed actions and associated outcomes.
Reinforcement learning comes under this.

• Machine learning for making prediction and pattern
discovery
Machine learning models are used for prediction and
decision making. It consists of training a model with the
predefined dataset to predict the trends in the future. It
works by adjusting its weights according to the pattern it
finds among the dataset. Table 2 lists a broad classification
[36] of machine learning algorithms.

Table 1 Installations required in manufacturing plant for system architecture functional flow

Technologies needed Description

Smart sensors These are the main data sources including devices for sensing temperature, speed, valve status, weights, cameras,
etc. For instance, a temperature sensor will read the temperature of an operating machine relative to the threshold
temperature of the whole plant. If the temperature is increasing, it will generate data which will trigger the system to
make required adjustments. If the temperature gets too hot at once, it should not wait for the data flow and analysis,
instead, it will send an alert to either shut the machine automatically or inform the operator to do so

Storage It includes setting up a local database at the plant and a master database on the cloud. The master database will be
treated as the main reservoir of flowing data. The analysis will be performed on the master database. Data coming to
the database is precious and should be protected at any cost. A local database is set up in the plant in case of network
failure. It will act as a temporary reservoir at that time to prevent the loss of data

User-interface It includes apps, websites, and SMS which will notify the admin regularly about the health check of the entire plant.
The results depend on the data analyzed, it can be a simple ‘status: ok’message or an alert with suggestive measures
to take

Simulation mechanism It consists of a virtual environment where possible steps taken by the admin or the automated system will be tested
by considering the environment parameter same as that of the plant to verify if the steps are stable and safe to
execute
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4.3 Big Data based Emerging Technologies
for Industry 4.0

This section covers pre-existing and emerging technologies
that can be employed in industrial big data to fully setup the
sustainable environment of industry 4.0. They are
represented in Fig. 8 and discussed as follows:

1. Cyber Physical System
Cyber-Physical Systems (CPS) [37] are integrations of
computation, networking, and physical processes. Embed-
ded computers and networks monitor and control the
physical processes, with feedback loops where physical
processes affect computations and vice versa. The tech-
nology builds on the older (but still very young) discipline
of embedded systems, computers and software embedded
in devices whose principle mission is not computation,
such as cars, toys, medical devices, and scientific
instruments. CPS integrates the dynamics of the physical
processes with those of the software and networking,
providing abstractions and modeling, design, and analysis
techniques for the integrated whole.

2. IoT
Internet of Things [38], is a system of the interrelated net-
work of mechanical and digital machines, computing
devices, objects, animal, even human that are provided with
a distinct identifier and used to transfer data over a network

without the interaction of human-to-human or human-to-
computer [39]. It has evolved from the triangle of wireless
technologies, micro electromechanical systems, and the
internet. It has enabled the unstructured machine-generated
data to be analysed for insights for improvements [40].

3. Cloud Computing
It is defined as providing of computing services [41–49]
like servers, storage, databases, networking, software,
analytics, intelligence and more over the internet, here

Fig. 6 System architecture diagram of data analysis in Industry 4.0

Fig. 7 Block diagram of big data analysis processes
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cloud, to offer flexible resources, faster innovation and
scalable and distributed system. It reduces overall cost,
increases speed, productivity, performance, and security.

4. Edge Networks and Analytics
It is defined as processing and analysis of data [50] near
the generating devices instead of sending the entire blob of
data over a network to a centralized database. Industries
can filter out the data at the time of creation to send an
analysis of only the useful data. Thus, reducing the opera-
tional cost and time. Edge analytics has gained quite an
attention as the ‘Internet of Things’ model of connected
devices has become more prevalent.

5. Prescriptive Analysis
It is a domain of business analytics [51] which aims at
finding the best course of actions for a given solution. It is
a collaboration of descriptive and predictive analysis.
Descriptive analysis means getting deeper and deeper
insights about a situation based on the previously avail-
able data whereas predictive analysis refers to the
forecasting of events in future by finding patterns in events
that have already occurred and determining the chances of
events that can occur.

6. Streaming Analytics
also called event Stream Processing, is the analysis of
large, in-motion data generated [52] as an action or set

of actions, such as financial transactions, equipment fail-
ure, or some other trigger. These triggers are very minutes
state changes related to a system at a point of time like—a
click, sensor reading or some measurable activity. The
growing IoT devices will immensely increase the amount
of data that would be generated. Therefore, real-time data
manipulation, normalization, cleansing, advanced analyt-
ics and pattern of interest detection would immensely
reduce overall processing time and cost and would
increase an industries potential. It’s somewhat like edge
analytics.

7. IN Memory Database Technology
Large data is generally stored in hard drives and it is
accessed from there to RAM whenever execution needs
to be performed. IN memory [53] model will provide large
RAM magnitude that saves the time for data transfer.
Giant tech vendors like Microsoft, IBM, SAP, Oracle
provides such technologies.

8. Data lakes and NoSQL Database
Increasingly, industries are building data lakes for storing
their vast data repositories [54] that are collected from
different sources and storing it at single database for
easy access by other domains. This is very different from
the concept of data warehouse where the data stored is
filtered and uniform. Due to large variance of data and

Table 2 Classification of machine learning algorithms

ML algorithms Examples

Supervised Regressors Logistic, polynomial, support vector regression

Classifiers Decision Tree, Naive Bayes, Support Vector Machine, Deep Learning Algorithms like Artificial neural network

Unsupervised Clustering K-means clustering

Association Apriori algorithm, Eclat algorithm, FP-growth algorithms

Fig. 8 Emerging tools and technologies for utilizing big data
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their inability to comprehend all at once, it’s better to store
unstructured data and process it depending on the
use-case. Now, these unstructured data cannot be stored
in relational database due to the organized structure of
those databases. Therefore, NoSQL databases (like
MongoDB) are required where it is easy to store data
whether it is structured or not.

9. Blockchain
Blockchain is a distributed database system [55] that acts
as an open collection for storage and management of
transactions. Each transaction record is called a block
which contains the timestamp of the transaction and the
link between the previous transaction, making it almost
impossible for anyone to alter the data. Blockchain
provides for the integrity of transactions but not for the
analysis, this is where big data comes in. With this
interlinked data as the source, models can be trained to
identify the patterns in consumers spending habits and
alert about the risky transactions.

5 Big Data as a Practical Solution Towards
Sustainable Development

Big data and Industry 4.0 have the potential to shape up the
industrial process in terms of resource consumption, process
optimization, automation and much more. It can be inferred
that it also plays a key role in achieving sustainable develop-
ment. A detailed explanation of how these technologies can

be used to attain sustainability in various application areas
(represented in Fig. 9) are described as follows:

1. Manufacturing Industry
Manufacturing industries can use big data applications in a
variety of ways. It can use analytics to monitor and impro-
vise. Big manufacturing plants create hundreds of
thousands of mechanical parts every day. But the produc-
tion process faces various challenges like sometimes the
quality doesn’t match up to the require mark, sometimes
the wastage of huge raw material increases costing, some-
times the workers make unusual demands and stops work-
ing, affecting the overall productivity of plant and
themselves, sometimes leakage of gases or poisonous
things can have catastrophic effects, etc. All these
problems can be solved with the powerful monitoring of
advanced IoT devices. IoT devices like cameras with
image recognizer, smell sensor to detect poisonous
gases, weight and quality check sensors can be employed
for such tasks. One the other hand, problems like creating
strategies to increase overall growth and demand in the
market can be solved by using big data which can impro-
vise the system flows inside and outside the plant. Pre-
scriptive analytics can come handy for these scenarios to
create a solution keeping into account events of the past.

2. Sports Industry
Sports is one of the leading industries urging people to
make a career in it. Big data can help players train smarter
and improving faster. Live streaming of a player playing
game can be taken using camera which will capture the
player’s game from multiple angles, those clips will be

Fig. 9 Real time industries using big data
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supplied to a model which will output the weak points for
the player and will also provide him with the steps to
improve. It will bemuchmore efficient than human coaches.
It will help a newbie to grasp the game more easily and
efficiently. SciSports is a leading sports industry. Football
analytics company SciSports has won a competition to see
their football innovations become a reality. The firm uses
data to assess the quality and potential of football players
around the world to help with recruitment and transfers.

3. Quality-Check Industry
These industries do not create any product; they give the
validity of a product. One such example can be taken for the
quality test of oranges using drop-test. In drop test, an easily
compressible surface is created with a material of high elas-
ticity, the oranges for testing can be dropped on this surface.
The surface will be pressed depending on the firmness of
oranges. If the orange is too loose, it will be pressed instead
of pressing the surface. If the orange is too firm, it will press
the surface, transferring the entire impact to the surface.
Appropriate mechanical sensors can be embedded inside
the surface to calculate the extent of compression, the com-
pression data will be sent to amodel alongwith other passive
parameters which can determine the quality of the orange.

4. Medical Industry
In the medical industry, big data holds a crucial role for the
future. Human activities depend largely upon their mood,
surrounding and health condition. Models can be trained to
monitor the activities of human and find recurring patterns
which may turn out to be a disease. IoTs devices and
smartphones can be employed for that. These devices can
help to track every day’s human activities and transfer the
data over a cloud to a model. Themodel can send alert to the
person accordingly. Nowadays, IoT devices like
smartwatches are available which are equipped with pulse
rate sensors to check human health regularly. They send
regular notifications to the user regarding the schedule for
exercise, health-check-up’s etc. Smart shoes are also devel-
oped which can fit the size of the wearer and make walking
and running easier than before. Big data can also be used by
hospitals to categorize the area of a city into zones. These
zones are developed based on the medical emergencies
needed in the past. The zone with higher emergency needs
can be effectively monitored and given more facilities like
more ambulances and more health centres.

5. Agriculture Industry
Water level and nutrition level monitoring devices can be
implanted in the soil to measure their real-time values.
These devices will be equipped with the alerting system
in case of water or nutrients level below a threshold value
and notify the farmer accordingly. The overall values can
be sent to the cloud where it can be inputted to a pre-trained
model and sends the corresponding output to the farmer. It
can also be made a closed loop system where triggers can

be used by the model to automate the process of water and
nutrients addition process. The amount of value to be added
will be decided by the model. Hence, the overall system can
be automated. These devices will also check the plant’s
health and can alarm the farmer when crops will be prone to
disease or pests. It can also be used to check the overall
state of the soil before growing a crop and decides the best-
suited crop for that condition which will not only increase
the overall productivity but also keeps the health of the soil
constant. Growing the same type of crop repeatedly on a
piece of land would result in depletion of nutrition level of
the soil. Therefore, to avoid such deficiency farmers can use
crop rotation technique where the next crop selection will
not be done manually but a model will be trained on the
values generated by these monitoring devices and decides
the best next crop. The model will not only consider the
nutrition and water level, but also keeps track of tempera-
ture, humidity, weather, and geographical location.

6 Conclusion

Big data clubbed with industry 4.0 is a revolutionary tool and
its advantages are infinite as validated by the SWOT and
PEST analysis. Automating tasks and implementing an
optimized, secure architectural model will save resources
for the next generation and make their lives more sustainable.
It will take the world a step further into the future by remov-
ing the limitations of human activity. However, keeping pace
with these technologies require an individual to be highly
skilled and well knowledgeable in identifying and solving
any real-time problem. Such problems can be as small as a
minute shift in the data generated, which may affect their
surroundings, even their lives later. Decrease in human inter-
vention, requires him to be more vigilant and proactive.
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